Kioptrix Level 1 - Exploitation and
Vulnerability Analysis

Written by Adam Martinez

Overview

In this report, we will detail the findings of an exploitation analysis and security
assessment of a vulnerable machine, Kioptrix. For the attack box, we will use a
virtualized instance of Kali Linux. Both the Kali Linux and Kioptrix instances are
virtualized using VirtualBox.

For this review, both machines are running on the same local network.

Discovery and Enumeration

To begin, we will perform a cursory scan of our network to isolate our target. We
will use netdiscover to find devices on the network.

Among the typlcal dev1ces in our network, we can isolate the address of our target.
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Using the target address, we can use nmap to discover any open ports, revealing
possible attack vectors.



mner time.

Starting from the top, we can see that a port is open on port 22, SSH. We can try
and connect to the target with the ssh command, but we are not able to access it
without a password for now (anonymous access prevented).

Moving on, the open ports 80 and 443 implies a web server is being hosted at this
address. Let’s visit the address using our browser.
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Test Page

This page is used to test the proper operation of the Apache Web server after it has been installed. If you can read this page, it means that the Apache Web server installed at this site is working properly.

If you are the administrator of this website:

You may now add content to this directory, and replace this page. Note that until you do so, people visiting your website will see this page, and not your content.

1f you have upgraded from Red Hat Linux 6.2 and earlier, then you are seeing this page because the default DocumentRoot set in /etc/httpd/con/httpd. conf has changed. Any subdirectories which existed under /hone/httpd should now
be moved to /var/ww. Alternatively, the contents of /var/w can be moved to /home/httpd, and the configuration file can be updated accordingly.

If you are a member of the general public:

The fact that you are seeing this page indicates that the website you just visited is either experiencing problems, or is undergoing routine maintenance.

1f you would like to let the administrators of this website know that you've seen this page instead of the page you expected, you should send them e-mail. In general, mail sent to the name "webmaster” and directed to the website's
domain should reach the appropriate person.

For example, if you experienced problems while visiting www.example.com, you should send e-mail to "webmaster@example.com".

The Apache documentation has been included with this distribution.

For documentation and information on Red Hat Linux, please visit the Red Hat, Inc. website. The manual for Red Hat Linux is available here.

You are free to use the image below on an Apache-powered Web server. Thanks for using Apache!
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You are free to use the image below on a Red Hat Linux-powered Web server. Thanks for using Red Hat Linux!

We can see the server uses Red-Hat Linux. Clicking the DocumentRoot or
documentation links generates a 404 Not Found error, disclosing the Apache
version and hostname, which we also found in our nmap scan.

Not Found

The requested URL /manual/index.htm] was not found on this server.

Apache/1.3.20 Server at kioptrix.levell Port 443

We can use a directory-buster tool to discover any interesting pages on this server.
In this case we will use dirbuster. We will use the dirbuster small wordlist which
comes pre-installed with Kali.

After allowing the tool to run for a while, we discover a large amount of hidden
pages, mostly manuals about the server’s technology stack. Informative, but not



particularly useful to us. Inspection of the page’s source code yields no useful
information.

We can see that SMB is open on port 139. Using the smbclient with the -L flag, we
can find potentially vulnerable workgroups. Running the command we find the
IPC$ and ADMINS shares.

EXTENDED_SECURITY but 'client use spnego yes' and 'client ntlmv2 auth

Sharename

" and 'client nt

Comment

Samba Server

ADMINS does not allow anonymous access but IPC$ does. We can access the
IPCS$ share, but we do not have the permission to execute any further commands
for now.

We can also enumerate RPC using rpcinfo. Providing the host address, we find the
following services.

service

portmapper

portmapper

Finally, we can conclude our information-gathering with a nikto scan.
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We can see many vulnerabilities. Noticeably, the web server is using outdated
services like mod ssl 2.8.4 and Apache 1.3.20.

Exploitation

To review, we found we have remote anonymous access to the IPCS$ file share with
SMB. Additionally, we have some outdated technology on the web server.

SMB Exploitation

The target is running Samba, let’s see if we can find out any more information
about this SMB instance.

Opening metasploit (msfconsole) we can look for auxiliary scans related to SMB,
in order to find out what version of Samba the target is using for further
exploitation.

Searching for “smb” in the console, we find the
“auxiliary/scanner/smb/smb_version” module. In running this module against our
target, we discover the Samba version is 2.2.1a.



scanner/smb/smb_version) > options

with the , or command.

/smb_version) > run

Let’s perform another search and look for any exploits on this Samba version.
After a bit of searching we found an exploit that looks promising, called
trans2open.

Sam tran

Samba tr

We know the target is running Linux, so we’ll use the highlighted module.

When we run the module against the target with the default payload, nothing
happens. We can experiment with other relevant payloads:




Using this payload, we gain root on the target machine.

Outdated MOD_SSL

We’ll use searchsploit to find vulnerabilities for mod ssl version 2.8.4
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To leverage the exploit, we’ll have to run it manually. We could copy the code
from our local exploitdb repository, however this version seems to be outdated for
our purposes. We will use an updated version called “OpenLuck” by cloning its Git
repository and compiling the OpenFuck.c file. Following the instructions in the
README, we compile and run the script.



Supportec

Running the script with no parameters, we get a list of exploitable operating
systems. From our reconnaissance, we know the target system is using Red-Hat
Linux running Apache 1.3.20. Looking down the list, this gives us two options for
Ox6a and 0x6b.

targets:

RedHat
RedHat

We can try 0x6a and see that it doesn't work. We’ll try 0x6b next.
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This target grants us root access.

Conclusion

We were able to exploit an outdated SMB protocol to gain root. Additionally, we
leveraged an exploit to gain root through a misconfigured Apache server.



